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Abstract

In complex distributed real-time systems the temporal correctness is imperative for de-
pendability. Industrial practice has few methods for testing of temporal correctness and the
methods that exist are often ad-hoc. A problem associated with testing real-time is that their
timeliness depends on the execution order of tasks. This is particularly problematic for event-
triggered real-time systems where the system continuously is noti�ed of events that inuence
the execution order. Further, real-time systems may behave di�erently depending not only
on time dependencies in program logic but also on di�erences in execution times. This paper
investigates how existing test-case generation methods take these factors into consideration
and explains the opportunity to construct better methods and metrics for their evaluation.

An analysis of current methods for generating test cases for testing temporal properties of
real-time systems is presented. The methods are classi�ed according to their characteristics
and analyzed in relation to the requirements of an event-triggered system model. The aim
of the classi�cation is to detect similarities between di�erent test-case generation methods so
that the characteristics that have an impact on the applicability of the method when testing
timeliness can be determined. We conclude that existing work only consider a subset of the
factors that inuence timeliness, and therefore propose research activities that take these
factors into consideration during test-case generation.

1 Introduction

Modern real-time systems tend to be increas-
ingly complex. This is particularly true for
distributed real-time systems, where the com-
plexity of both distribution and real-time issues
need to be considered. Moreover, real-time sys-
tems generally must be dependable and there-
fore temporal correctness of the software is im-
perative. These characteristics imply that there
is a need for rigorous veri�cation methods to
detect temporal faults that could lead to criti-
cal failures. Industrial practice has few meth-
ods for verifying temporal correctness of com-
plex systems such as distributed real-time ap-
plications, and the methods that exist are often
case-speci�c or ad-hoc [Sch94, BJ00].

Testing is a method to dynamically verify
software by execution in order to detect errors
and failures [Lap94]. Test-case generation is the
process of selectively generating test cases that
exercise system behaviors likely to reveal errors.

This paper focuses on selective generation
of test cases for distributed real-time systems.
There exist generally accepted methods for gen-
eration of test cases for sequential software,
based on, for example, speci�cations or code
structure [Bei90]. Real-time systems are often
concurrent; this complicates generation and se-
lection of suitable test cases because system be-
havior is dependent on the non-deterministic or-
der in which tasks execute (cf. [TH99]). Fur-
ther, real-time systems may behave di�erently
depending on time dependencies in program
logic and di�erences in execution times. In
particular, we investigate how existing test-case
generation methods to a varying degree take
these factors into consideration for testing time-

liness, which is the ability of the system to ful�ll
its time constraints.

The investigated test-case generation meth-
ods have been classi�ed according to their char-
acteristics and analyzed in relation to the re-
quirements of an event-triggered system model.
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More speci�cally, our model of the target sys-
tem adopts the event-triggered design paradigm
as presented by Kopetz et al. [KZF+91], and
constrains the execution environment to in-
crease testability, as described by Birgisson et
al. [BMA99]. The aim of our classi�cation
is to reveal similarities between di�erent test-
case generation methods and allow determina-
tion whether a certain type of characteristics has
an impact on the applicability of the method to
testing of timeliness. Furthermore, the result of
the classi�cation is analyzed against the require-
ment of our model of the target system in order
to highlight issues that have not been covered
in existing research.

2 Test-Case Generation

Model

Test-case generation is based on application
knowledge such as speci�cation, code structure,
and system design (see �gure 1). This informa-
tion is used to selectively generate a set of test
cases, sometimes referred to as a test suite, that
has high probability of revealing a speci�c class
of errors or deviations from the expected behav-
ior [Lap94].

An execution environment, in this context, is
the architecture in which the tested applications
run. This includes real-time operating system
services, communication primitives, and prop-
erties of underlying hardware. The execution
environment gives certain constraints on appli-
cability of di�erent test methods, e.g. required
contents of the test cases. Hence, we suggest
that properties of the execution environment
should be considered in the test-case generation
process.

Test cases are generated in accordance with
the test-case selection criterion, which depend
on the speci�c test method that is being used.
In this paper a test coverage criterion denote
the level of ambition for a test method, i.e., test
coverage criterion sets a goal of when an appli-
cation has been tested suÆciently. A test-case

selection criterion is related to this { a criterion
for selecting test cases that eventually will ful�ll
the test coverage criterion.

When a test suite has been prepared, it is
executed on the system under test. The test-
case execution phase requires that the execution
environment is suÆciently controllable and ob-

servable so that the desired test scenario can be
enforced and executed. The term observability

denotes how well the system provides facilities
for monitoring or observing the execution of ap-
plication programs during testing [Sch93]. Con-
trollability is associated with how well a tester
can control the behavior of the system under
test [Sch93].

Test evaluation is the process of comparing
the result of test-case execution with the ex-
pected result. Test evaluation also incorporates
evaluation against the test coverage criterion to
determine if suÆcient test coverage has been at-
tained.

3 Generating Test Cases

for Testing of Timeliness

This section presents the state-of-the-art in
test-case generation for testing of time
constraints in real-time systems. We argue a
study of this area is interesting and what
problems are solved by the analysis. The
methods that are relevant, from a timeliness
perspective, are classi�ed according to a set of
attributes in section 4. These attributes and
the criteria for classi�cation are explained in
section 3.2.

3.1 The need for Testing of

Timeliness

There is a plethora of articles describing dif-
ferent methods for generating or selecting tests
for various target systems and frameworks. As a
developer in the domain of complex distributed
real-time systems, it is hard to know what test-
case generation methods are meaningful for the
properties that one wants to test in this domain.
Timeliness is one of the most important proper-
ties of real-time systems. Few articles consider
testing of timeliness, but refer to formal proofs,
static analysis and scheduling theory to guar-
antee timeliness. Such analysis often requires
exact estimations of worst-case execution times,
known load patterns, and o�-line scheduling.
However, event-triggered real-time systems of-
ten allow a task load with mixed criticality and
dynamic scheduling policies to be more exible.
This complicate analysis and proofs while test-
ing becomes necessary in order to achieve con-
�dence in the temporal correctness. By inves-
tigating and classifying methods for generating
test cases from the timeliness perspective it is
possible to determine what aspects already have
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Figure 1: High-level testing model

been addressed and what aspects needs further
consideration and research when generating test
cases for dependable real-time systems (see also
[Nil00]).

3.2 Classi�cation Attributes

The methods that have been encountered in lit-
erature are classi�ed in relation to each other,
forming a taxonomy over test-case generation
methods for testing of temporal properties. The
attributes have been selected so that they should
apply to all test generation methods that con-
sider time constraints.

3.2.1 Speci�cation Type

This attribute classi�es the methods by the type
of speci�cation from which test cases are de-
rived. A speci�cation in this context is any
model that incorporates the expected temporal
behavior of a real-time system. Four main cate-
gories of speci�cation type have been identi�ed;
process algebra, �nite state machines, tempo-
ral logic, and Petri-net speci�cation. The aim
for this classi�cation is to identify if a test-case
generation method requires a speci�cation type
that has inherent advantages or problems when
used for testing of timeliness.

Some test-case generation methods, used for
testing temporal properties, are independent of
the speci�cation. These methods often rely on
some other, possibly manual, method for veri-
fying temporal correctness. Examples of such
methods are included in this article for com-
pleteness but will not be classi�ed by this at-
tribute.

3.2.2 Test-Case Contents

Di�erent methods supply various degree of test-
case detail. Some methods supply only "test-
data" and rely on some other mechanism to
verify the implementation against a temporal
speci�cation. These methods are not speci�-
cally aimed at testing temporal correctness; thus
when the execution time of a task depends on
the input data, appropriate input data for such
testing must be speci�ed.

Other methods aim at generating complete
execution sequences with series of input events
and expected output events. This class of test
data is denoted as "event sequences" in this
work. A special version of event-sequence repre-
sentation is executable "test processes", which
are run in parallel with the application, supply-
ing inputs at certain points in the execution and
responses to outputs from the system. A test
process can potentially incorporate timed input
events, input data, and expected results.

Another category is test cases that include
a speci�cation of the initial internal state of the
system from which the event sequence should
be applied as discussed by Birgisson et al.
[BMA99].

3.2.3 Time Base

From the timeliness perspective, the time base
used in test-case generation is interesting. A
continuous time base makes it possible to spec-
ify time constraints in a more precise way than
in its discrete counterpart. However, this ability
makes the number of test cases in�nite.

Some methods assume a discrete time base,
where there is a constant period between time
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instants, which simpli�es testing. This may be a
valid assumption, since all currently used com-
puter systems operate with a discrete time base
at the lowest level, i.e., at the level of hardware
clock cycles.

3.2.4 Degree of Automation

From a timeliness testing perspective a high de-
gree of automation is desirable to reduce the
test e�ort, and thus, to be able to execute more
system-level tests in a limited time. Most meth-
ods for test-case generation recognize the need
for automation and tool support for generating
test-suites. In some cases, the methods support
fully automated test-case generation. In other
methods a tool allows the tester to specify as-
pects that needs to be tested, and the gener-
ation of test cases is then performed in semi-
automated interaction with this tool. Some
methods do not consider automation explicitly
but do have the required properties needed to
support an automated solution. Hence, four
possible categories have been identi�ed; "Auto-
mated", "Semi-Automated", "Potentially Auto-
mated", and "Not Automated".

4 Test-Case Generation

Methods

This section presents the most signi�cant
test-case generation methods from the
timeliness perspective. The layout of this
section follows the categories of the
"speci�cation type" attribute.

4.1 Methods Based on Process

Algebra Speci�cations

An example of a method based on process alge-
bra is presented by Clarke and Lee [CL97]. In
this paper they introduce a framework for test-
ing time constraints of real-time systems. The
time constraints are speci�ed in a constraint
graph that speci�es intervals in which events can
occur and dependencies between events. The
graph is translated to processes in the algebra of
communicating shared resources (ACSR). Test
processes produced from the process algebraic
speci�cations can be used to verify the speci�ca-
tion model of the system as well as be converted
to test cases for the actual software implementa-
tion. The test processes are run in parallel with

the system under test to supply timed inputs to
the system and intercept outputs. The article
provides a taxonomy of timing-constraint faults
and a set of coverage criteria for detecting vari-
ous types of implementation faults. The recom-
mended test case generation method focuses on
deriving test cases close to the end-points of the
intervals at which events are speci�ed to occur.

The target system for the presented is real-
time systems and protocols. The generated
test cases are primarily aimed at testing of
ASCR speci�cations, but the authors conjec-
ture that test cases can be reused for testing of
actual software implementations. This method
is interesting from the perspective of our tar-
get model since input occurs continuously and
time constraints are speci�ed in a well-formed
way. However, the focus of this test-case gener-
ation method is to test "behavioral constraints"
{ time constraints on the input to the system.
No method for generation of test cases for test-
ing of time constraints on the output values is
presented.

Cleveland and Zwarico [CZ91] propose a
method that incorporates a framework for
generating \behavioral preorders", which is a
speci�cation in process algebra that is suitable
for reasoning about real-time characteristics of
reactive systems. They are mainly concerned
with the problems arising when describing
timed systems in a process algebraic notation.
No concrete method for test-case generation
for real-time software systems is provided.

4.2 Methods Based on State

Machine Speci�cations

A �nite state machine is a well-known ab-
straction of computer systems. An interesting
property of real-time systems is that a point in
time can be viewed as an event that may cause
a transition in a �nite state model. When test-
ing systems for non-temporal properties, meth-
ods based on �nite-state-machine representa-
tions have already been exploited for test-case
generation, e.g., [FBK+91]. In this section,
methods for testing temporal properties based
on three di�erent avors of state machine mod-
els are presented.

A common problem in �nite-state-machine
representations is the state explosion problem.
This problem often occurs when the number of
states in the actual implementation is greater
than the number of states in the �nite state
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model. Another problem with these models are
events that could lead to more than one state,
i.e., non-determinism [FBK+91].

4.2.1 Timed I/O Automaton

Petitjean and Fochal [PF99a] propose a test ar-
chitecture for testing of timed systems. A timed
system is described as a timed automaton that
can be expressed as a region graph. This work is
built on the timed- I/O automaton theory pro-
posed by Alur and Dill [AD94]. In their model
every automaton has a set of states and a set of
clocks. The clocks are represented by real num-
bers that proceed at the same rate and can be
reset by any transition in the system. The re-
�nement of this model by Petitjean and Fochal
are clock regions that allow time constraints to
be represented by a region graph where the num-
ber of clock regions becomes smaller than in the
original model by Alur and Dill.

The Petitjean and Fochal paper further de-
scribes how test cases are exercised in the system
under test. The architecture takes the manage-
ment of clocks away from the implementation
and lifts it to the level of the tester, because
it must use timers that correspond to the real-
valued clocks in the speci�cation. Thus, real-
value clocks are kept within a read-only module
of the test-driver, equivalent with the clock rep-
resentation in the system. When the system un-
der test generates output events, the test driver
veri�es these against the clock zones. However,
it is inconclusive how eÆcient this test case gen-
eration method is

In order to get suÆcient test coverage, test
cases are selected from each vertex that makes
up a clock region in the region graph. This pol-
icy guarantees that at least one test case has
been exercised for each combination of time con-
straints. We believe this approach to be promis-
ing for generating test suits for testing tim-
ing constraints. However, the method abstract
away from properties in the execution environ-
ment and it is inconclusive if the generated test
cases can be used in our target model, this issue
needs investigation.

4.2.2 Timed Transition Systems

Another method which takes a �nite-state-
machine approach is Cardell-Oliver and Glover
[COG98]. The purpose of their article is to
present a practical and complete method for
generating conformance tests for real-time sys-

tems. The paper starts from a formal-methods
perspective, where software speci�cations is it-
eratively re�ned and formally veri�ed at each
step. The authors note that the last step from
symbol manipulation to an actual hardware and
software implementation requires testing since
the implementation no longer is a provable de-
scription.

According to Cardell-Oliver and Glover, a
formal test method has four stages; checking
of the test hypothesis, generating test cases,
running the tests, and evaluating the test re-
sults. The test hypothesis de�nes the assump-
tions about the property under test so that cor-
rect conclusions from the test results can be
drawn. This method requires that the system
under test can be viewed, at some level of ab-
straction, as a deterministic �nite state automa-
ton. According to the paper, a test method is
complete if \its test generation algorithm de-
termines a �nite set of test cases suÆcient to
demonstrate that the formal model of the imple-
mentation under test is equivalent to its speci�-
cation". The speci�cation language used in this
method is Timed Transition Systems (TTS), but
the authors claim that the method is adaptable
to other formal languages such as timed CSP.

The basic idea of the method is to generate
test cases that exercise all transitions between
states and compares observable variables with
their speci�cation counterparts. Each transition
in the TTS speci�cation has an associated clock
guard in discrete time units that is used for ex-
pressing time constraints. The required input
for this method is a speci�cation of the system
as a TTS process as well as a speci�cation of
its environment. From these models, a timed
action automaton is derived by symbolic execu-
tion. The test-case generation algorithm takes
the timed action automaton associated with a
TTS speci�cation and constructs a �nite set of
test cases that will test each timed action edge of
the automata. Each test is a sequence of timed
actions.

The authors note that their method results
in a large number of test cases, but suggest that
other methods should be applied to eliminate
redundancy. They also claim that if a unique se-
quence of output events can identify each state,
the number of required test cases for confor-
mance testing can be decreased.
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4.2.3 Extended Timed Input-Output
State Machines

Kon�e [Kon95] introduces a method for designing
tests for time constraints. However, the main
contributions of his work are a formal approach
to modeling and a theory for testing of time de-
pendencies in system behavior. The approach
will not be described in detail here since it is
similar to the methods described above and does
not handle test-case generation for software ex-
plicitly. However the article is mentioned in this
context since it is one of the seminal works in
the area.

Laurencot and Castanet [LC97] show di�er-
ent existing methods to integrate time in ex-
isting formal modeling languages so that it is
possible to test time constraints. The article
also aims to show how the notion of time can
be integrated in test cases for distributed sys-
tems and protocols. The importance of time in
test cases for time-dependent systems is high-
lighted. Three formal speci�cations from other
authors are presented in their overview and the
notion of time in each of them is discussed. The
di�erent speci�cations are the automata of Alur
and Dill [AD94], Timed Transition Models (e.g.,
[COG98]), and Extended Time Input Output
State Machine (ETIOSM) [Kon95]. Based on
the latter notation, a canonical "tester" that
handles time is presented. The method de-
composes timed formal models, in this case
ETIOSM, into sub-models for each real-valued
timer. These are then analyzed according to a
set of rules and used for building the tester that
incorporates time. According to the paper, test
cases given by this method can be formulated
in TTCN test language. An interesting issue
is it that the authors claim that their tester is
very well suited for testing distributed systems
or protocols, because of the use of a transition
for each transmission and reception. In addi-
tion, propagation delay is part of the models.

4.3 Methods Based on Temporal

Logic Speci�cations

Mandrioli et al. [MMM95] suggest a method
for functional testing of real-time systems based
on speci�cations of system behavior in TRIO.
TRIO is an extension of a temporal-logic lan-
guage de�ned to deal explicitly with strict time
requirements. A speci�cation of behaviors is
decomposed into elemental test-case fragments

that later can be recombined to form test cases
consisting of combinations of timed inputs and
corresponding outputs. A test generation tool
helps a test engineer to device test cases and
includes history generator/checker components.
The history generator is used for deriving all el-
ementary test cases satisfying a TRIO formula
at a given time instant. The elemental test cases
are timed input-output pairs. These pairs can
be combined and shifted in time to create a large
number of partial test cases. In order to get a
manageable test suite, a heuristic function com-
bined with human guidance is used for select-
ing which elemental test cases should be com-
bined in order to satisfy some test coverage cri-
terion. The authors claim that most coverage
criteria can be used with this method. A prob-
lem with this method, however, is how to relate
actual output events instances to multiple spec-
i�ed output events of the same type. This prob-
lem is partly solved by a history checker that an-
alyzes the generated history from the system un-
der test. Further, this method assumes that all
system behavior can be speci�ed with logic spec-
i�cations; for system level testing the number
and complexity of logic formulas will increase
and it is inconclusive how the method scales.

In a more recent work, SanPietro et al.
[SMM00] expand the work by Mandriolli et
al. to incorporate high-level, structured spec-
i�cations that can be combined with the low-
level speci�cations proposed in the earlier work.
The main di�erence in this work is that the
language allows modularization and presents
a graphical notation of modules and compo-
nents. The structured model is translated to a
graph which is traversed by an algorithm to con-
struct execution sequences for the overall system
(cf. [MMM95]). The test-case generation semi-
automatically constructs execution sequences in
accordance with some coverage criterion. In our
opinion, this extension increases the applicabil-
ity of the method presented by Mandrioli et al.
It would be interesting to further evaluate this
method in the context of testing of timeliness
and for example the e�ect of constraining the
observation granularity.

4.4 Methods Based on Timed

Petri-Net Speci�cations

Braberman et al. [BFM97] introduces a method
for generating test cases for real-time systems
based on timed Petri-nets. The method aims at
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extracting knowledge not only from the speci�-
cation or code, but from all steps during devel-
opment, e.g. design. The article suggests the
use of a design notation SA/SD-RT for speci-
fying the behavior of a real-time system. For
test purposes, this design speci�cation is trans-
lated to a high level, timed Petri-net notation
from which a timed reachability tree (TRT) can
be derived. Each path from root to leaf in this
tree represent a "situation" that in itself rep-
resent a potentially unlimited number of test
cases due to a continuous time base. These "sit-
uations" are the base for generating test cases.
The authors present di�erent reduction schemes
that can be applied to reduce the number of test
cases resulting from each situation. The higher-
level adequacy criteria presented in the paper
are based on "situation" coverage, e.g. "one is
enough" is satis�ed if one test execution from
each situation is executed. Listed future work is
to create a tool which helps to manage and auto-
mate the method, an extension for applying the
method on isolated components, and also to in-
vestigate how architectural information, such as
scheduling policies, can be taken into account
during test-case generation. An identi�ed but
unsolved problem with this method is that there
is no way for deriving actual input test data,
only temporal information about sequences of
events can be produced, e.g. what timed input
sequences are needed to test all situations. We
believe that the method by Braberman et al. is
one of the most promising methods in this sur-
vey. We share the opinion with the authors that
it is of great importance to take advantage of
the additional architectural design information
during test-case generation.

In an earlier paper, Morasca and Pezze
[MP90] propose a method for testing concur-
rent and real-time systems that uses high-level
Petri-nets for speci�cation and implementation.
The Petri-nets proposed in their article are Er-
nets, which can handle concurrency, where time
is modeled as a special property associated with
the transitions in the model. Problems with
testing of concurrent and real-time systems are
presented, high-lighting the problems with non-
determinism and combinations of test-scenarios.
Also, this paper presents a number of test cri-
teria for selecting test cases for this kind of sys-
tems. This article takes problems with concur-
rency into consideration, but testing of the time
constraints is not explicitly considered. Further,
it is hard to determine how applicable it is for

implementations that do not use Er-nets.

4.5 Methods for Enforcing Tem-

poral Behaviors

Methods that are not based on a speci�cation
are generally not applicable for test-case gener-
ation aimed at testing temporal properties. The
reason for this is that in order to determine if
some transaction violates a time constraint, e.g.
misses its deadline, the constraint must be spec-
i�ed in some way.

From our perspective, such test-case genera-
tion methods can still be helpful in �nding test
data that inuence the temporal behavior of a
transaction in a speci�c way. There exist other
methods than test-case generation for �nding
data that cause the maximum execution time
of a task, for example static analysis of code
[PS91] and measurement [PF99b]. However, in
static analysis, the value of the estimated maxi-
mum execution time is often pessimistic [MW98]
and assumes that components such as caches
and pipelines are turned of.

Wegener et al.[WSJE97] propose a method
that uses genetic algorithms to generate test
data for testing temporal properties of real-time
systems. The heuristic method aims to �nd the
longest and shortest execution paths of real-time
programs. The paper shows that the genetic al-
gorithm method easily outperforms a random
method in �nding the longest and shortest exe-
cution paths, measured in the number of clock
cycles of program execution. The �tness func-
tion is supplied by a simulation tool, which
counts the number of executed machine level in-
structions and summarizes the associated cycle
times. This is only an approximation of the real
execution time and the article states that tem-
poral testing must be repeated for each platform
where the software will run; this further empha-
size the importance of automation. One prob-
lem is that there is no guarantee that a heuristic
approach can �nd the extremes, the decision on
when to stop the search for them is arbitrary.

4.6 Analysis and Classi�cations

Papers describing methods for test-case gener-
ation aimed for testing temporal properties are
listed above. The result of our classi�cation of
these methods is shown in table 1.

Assuming that these papers represent all or
most current methods aimed at testing time

7



Authors [Reference] Speci�cation Test Cases Time Base Automation

Clarke and Lee [CL97] Process Algebra Test Process Discrete Automated
Cleaveland and Zwarico
[CZ91]

Process Algebra Test Process Discrete Not Automated

Mandrioli et al.
[MMM95]

Temporal logic Event Sequence Discrete Semi-Automated

SanPietro et al.
[SMM00]

Temporal logic Event Sequence Discrete Semi-Automated

Braberman et al.
[BFM97]

Petri-nets Event Sequence Continuous Semi-Automated

Morasca and Pezze
[MP90]

Petri-nets Event Sequence Continuous Potentially Auto-
mated

Laurencot and Castanet
[LC97]

ETIOSM Test Process Continuous Semi-Automated

Petitjean and Fochal
[PF99a]

Timed Input Output
Automata

Test Process Continuous Potentially Auto-
mated

Cardell-Oliver and
Glover [COG98]

Timed Transition
Systems

Test Process Discrete Automated

Kon�e [Kon95] ETIOSM Test Process Continuous Not Automated

Wegener et al. [WSJE97] N/A Test Data Discrete Automated

Table 1: Classi�cation of Test-case Generation Methods

constraints, an observation is that the type of
speci�cation has inuence on the contents of
produced test cases. For example, temporal
logic and Petri-net speci�cations generally gen-
erates test cases that consist of event sequences
whereas test cases generated from some �nite
state machine or process algebra often are spec-
i�ed as test processes. None of the methods in-
clude information about internal states of the
execution environment in the test cases and,
thus, it is impossible to get full test coverage
of non-deterministic internal behaviors.

Another observation from the table is that
the time base used in these methods appears to
be unrelated to the speci�cation language or test
case-type. A note to this classi�cation is that in
the method that use genetic algorithms for de-
riving input data [WSJE97], we have assumed
that they use a discrete time base, e.g., clock cy-
cles for measuring execution times. However, it
is not relevant to these methods, since they rely
on some other mechanism to verify time con-
straints and are only concerned with forcing a
task to a speci�c temporal behavior.

One mayor conclusion that can be drawn
from the presented methods is that very few
consider internal states of the system when gen-
erating test cases. The only approaches that
consider any form of such states at all are meth-
ods based on �nite-state machines or Petri-nets.
However, in these representations it is diÆcult

to maintain a relationship between the states
of the automata and the internal states of the
computer system because the approach with
these modeling methods often abstract too far
away from mechanisms in the execution environ-
ment. Further, if non-determinism is allowed,
�nite-state-machine methods seldom apply due
to state explosion problems.

Other methods consider the system as a
black-box and only verify that the time from
when input events are supplied to the time
where output is signaled corresponds to the con-
straints in the speci�cation. This is indeed an
applicable method in some systems, but for de-
pendable systems with non-deterministic execu-
tion times and execution orders, it is generally
not suÆcient to supply di�erent sets of timed
inputs to guarantee timeliness. Parameters and
internal states are bound to have an impact on
timeliness, i.e. di�erent paths in the code are
executed for di�erent classes of input data, and
thus, must be tested.

A related, important, observation is that
very few of the speci�cation based testing meth-
ods supply input parameters. The only input
that is assumed is events and timing between
events. This may be suÆcient in some control
applications, but in general, a real-time system
has to read data values from sensors in its envi-
ronment and may act di�erently upon di�erent
data values.
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An interesting observation is that most
methods assume an event-triggered paradigm;
none of the test-case generation methods as-
sume that input events are constrained in any
way. The only constraint on system behavior
in this context is that some of the works as-
sume a discrete time base. A disadvantage with
this is that it is hard to determine the impact
of a constrained execution environment in ex-
isting methods. Hence, it would be interesting
to investigate if constraints, such as the ones
presented in [Mel98] could be used with these
test-case generation methods to reduce the size
of the test suite. For example, a lot of input se-
quences may be considered equivalent in a more
sparsely observed environment.

The only method that considers distributed
systems explicitly is Laurencot and Castanet
[LC97]. Their approach is �nite state machine
based. It is inconclusive how well this method
scales to large real-time systems and how the
states in the speci�cation can be mapped to in-
ternal states of the system. Nevertheless, it is in
our opinion a promising research direction. The
fact that this is the only test-case generation
method found in the survey that considers dis-
tribution explicitly is surprising, since distribu-
tion is an inherent aspect of real-time systems.

5 Conclusions

This section summarizes the material presented
in this article. First, the state-of-the-art and
general impressions of the area are briey dis-
cussed. Second, the contributions from the clas-
si�cation and analysis are highlighted. Third,
some future research directions are suggested
that would remedy a few of the identi�ed prob-
lems.

5.1 Discussion

The area of testing of real-time properties
is slowly beginning to get more attention in
academia and industry; the reasons for this we
believe is that real-time systems are becom-
ing increasingly complex. The static analysis
methods and formal veri�cation methods have
trouble keeping up with the required exibility,
diversity of applications, immense parallelism,
and distribution of the next generation of em-
bedded systems. Hence, practitioners and re-
searchers turn to testing in hope of �nding a

simpler way to verify overall correctness. Unfor-
tunately, testing cannot provide absolute guar-
antees of correctness; the number of test cases
needed to completely verify even a medium-
sized real-time system is too large to even con-
sider. However, if we take testing in considera-
tion when designing systems by avoiding mech-
anisms that result in unnecessary test complex-
ity, we believe that it is possible to construct
test-case generation methods that exploit this
to give con�dence in any given degree of cor-
rectness while not loosing the desired properties
of exible real-time systems.

One may ask if testing is a useful technique
for verifying the correctness of real-time systems
in safety-critical environments. In such envi-
ronments, it can be argued that functional and
temporal correctness is so important that well-
known, time-triggered systems with static o�-
line scheduling and formal proofs should always
be used to guarantee timeliness. It is true that
static architectures are more suitable for safety-
critical environments. However, we believe there
are many application areas of dependable sys-
tems where timeliness is important, but where
exibility and performance requirements call for
a exible, event-triggered architecture.

5.2 Contributions

This article presents an analysis of approaches
for generating test cases for testing of time
constraints. All encountered methods for test-
ing of time constraints seems to be based on
some structured or formal speci�cation. Di�er-
ent speci�cation notations give di�erent advan-
tages but also limitations and problems. Meth-
ods based on di�erent notations are analyzed
and their properties evaluated from the perspec-
tive of testing timeliness in distributed event-
triggered real-time systems.

A classi�cation of test-case generation meth-
ods relating to testing of temporal properties
has been presented, complementing the classi-
�cation of test methods presented by Laprie et
al. [Lap94]. The classi�cation is general enough
so that all methods that aim to test time con-
straints should be easy to add as they arise.

The characteristics and contents of di�er-
ent test-cases produced by the di�erent meth-
ods are described and evaluated against the re-
quirement of our target model. The conclu-
sion is that none of the methods consider inter-
nal states of the execution environment in the
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test-cases, and hence, they allow temporal non-
determinism. That is, the same test case may
result in very di�erent response-times in consec-
utive executions.

A related contribution is the identi�cation
of a need for special test criteria for selecting
test cases for testing of real-time systems. None
of the encountered selection criteria take ad-
vantage of constraints in the execution environ-
ment. Instead selection criteria are often based
on the properties in the speci�cation notation,
e.g., transition coverage.

Furthermore, the methods has been classi-
�ed according to their degree of automation and
time-base, these attributes indicate which of the
methods that are most probable of producing
test suites with a realistic associated test-e�ort.

5.3 Future Research Directions

This section summarizes, in our opinion, the
most important of the identi�ed problems and
proposes future research directions in this area
that aim to solve these problems.

5.3.1 A Selective Test-Case Generation
Method for Real-Time Systems

A test generation method for real-time systems
must take time constraints into consideration,
both for testing that input events are handled
in a correct way and that the output of a system
always is within a speci�ed interval, i.e., time-
liness. To verify the latter property, we believe
that testing must be conducted on two levels.
On a higher level, the tested event scenario must
cause the worst-case internal behavior in block-
ing, synchronization, and arrival time of events.

On a lower level the input parameters and data
from shared resources must cause the worst-case
execution time of transactions.

Our analysis has concluded that existing
methods for test-case generation produce either
event sequences or test data, but there exist
very few methods that can supply both. An
interesting problem for research is to combine
a speci�cation-based testing technique, where
event sequences and their time constraints are
generated from a formal speci�cation, with a
temporal behavior enforcing testing technique,
such as described in section 4.5.

Furthermore, the test cases produced by
the method should support test execution
under speci�c internal conditions, e.g., by
providing the internal state from where test
execution begins (cf. [Nil99]).

5.3.2 A Test Coverage Criterion for
Testing of Timeliness

No work encountered in the survey takes ad-
vantage of constraints in the execution environ-
ment for limiting the number of test cases. We
believe that it is possible to eliminate many re-
dundant test cases by taking such constraints
into consideration. Hence, a future work is to
further re�ne these ideas into more formal cov-
erage criteria for testing timeliness in real-time
systems.

Preferably, this should result in a hierarchy
of coverage criteria attaining increasing degrees
of test coverage. Such criteria must be evalu-
ated against other approaches on real-life ap-
plications in order to determine it the criteria
ensures high quality applications.
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