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Abstract
Fault-tolerance is an important property for many

critical real-time applications such as telecommunication
servers or space-borne signal-processing computers, both
for static and dynamically arriving tasks. In this paper,
we describe two method for supporting fault-tolerance for
dynamically arriving tasks by replicating the tasks and
scheduling the copies of each critical task. The methods are
varieties of the Primary/Backup method for providing fault-
tolerance and the idea is to dynamically decide whether the
replication should be temporal or spatial given the execu-
tion time and deadline of the task and the load in the sys-
tem. This offers a flexibility that improves the schedulability
of the dynamically arriving tasks.

1 Introduction
Multiprocessor systems available today are used for new

high-performance real-time applications, such as telecom-
munication servers or space-borne signal-processing com-
puters. These systems work in hostile environments where
it is not only important that data is processed correctly be-
fore a deadline, but also necessary to maximize the success-
ful completion of tasks even in the presence of faults. One
way of doing this is to replicate the tasks so that a copy of
the task can be completed even if the original task fails. De-
pending on how the failure of a task is detected, there have
to be a different number of copies of each original task.

The most commonly-used method to provide fault-
tolerance is the Primary/Backup method where there are
two copies of each task, one primary and one backup copy.
In most cases, it is assumed that there is a function which
detects any failures of a copy when the execution is com-
pleted. Since the function tells us when a copy fails and
which copy it is that fails, it is possible to deallocate the
resources used by the backup copy if the primary copy exe-
cutes successfully.

However, in many systems it is not always possible to
implement such a function, which means that the fault de-
tection must be made in some other way. One method for

detecting faults is then to execute multiple copies and com-
pare the results generated by the copies; unfortunately, it is
impossible to know which copy failed unless an odd num-
ber of copies are used. In some systems it is also some-
times possible to detect a fault before the task is completed
because of special hardware mechanisms, for example sig-
nature checking. In this case it is possible to remove the
copy and start a new execution immediately when the fault
is detected.

In all of the above methods, replication is used to achieve
fault-tolerance. The difference between the methods is only
the number of replicas and how the faults are detected in
each method. In both cases the replication can be temporal,
spatial, or a combination of both. Which replication method
is the best depends on the fault model, the purpose of the
replication, and the properties of the system. If both tran-
sient, intermittent and permanent faults must be handled,
the replication have to be spatial, or both temporal and spa-
tial; but, if only transient faults are handled it is sufficient
to use temporal replication. In this work we only consider
transient or intermittent faults and thus we use both tempo-
ral and spatial replication.

To accept as many dynamically-arriving tasks as possi-
ble, it is necessary to execute as few copies as possible. This
can be achieved by deallocating the backup copy if the orig-
inal copy completes its execution successfully. The deallo-
cation releases resources that will not be needed for the suc-
cessful task and makes it possible to use these resources for
any dynamically arriving task that enters the system. How-
ever, this deallocation and reuse of resources is only possi-
ble when the replication is either temporal or both temporal
and spatial, which implicates that it is desirable to use tem-
poral replication whenever it is possible.

In order to achieve fault tolerance for dynamically arriv-
ing tasks and to be able to guarantee as many new tasks as
possible in the schedule we need to decide which is the best
possible method for replicating each new task. One way to
do this is to examine the deadline and execution time of the
task and, if the deadline is long enough, use temporal repli-
cation, otherwise, spatial replication is used. However, the



load in the system and the fault model must also be consid-
ered while making such decisions.

In this paper, we propose two methods for dynamic repli-
cation of dynamically arriving tasks on a multiprocessor
system. In the first method a function is used for fault de-
tection and all faults are detected at the end of the execu-
tion, while in the second method multiple copies are used
for fault detection and faults can be detected at any time
during the execution. Both methods assume that we have
a known baseload containing periodic tasks with real-time
guarantees, and the tasks that are handled by the method are
aperiodic (e.g., telecommunication packets for GSM) and
there is no information available for these tasks until they
arrive in the system.

To verify and test the methods we use extensive simu-
lation studies. The results from a preliminary study are
promising, and verifies the functionality of the proposed
methods.

The remainder of this paper is organized as follows:
In Section 2 we discuss related work in the area of fault-
tolerant real-time systems and replication. Section 3 de-
scribes the fault models while Section 4 present the pro-
posed replication methods. The implementation and simu-
lation of the methods are discussed in Section 5. Finally,
in Section 6 we summarize our results and discuss future
work.

2 Related work
Hou and Shin [1] present a technique where a replica-

tion decision is made dynamically off-line by determining
whether or not the task module should be replicated in a
system with limited resources. Since the resources are lim-
ited, only those modules which have deadlines too tight for
time redundancy should be replicated in space. The backup
copy and the original copy of the task may not run on the
same processor and the modules are allocated with an off-
line Branch&Bound algorithm. The main objective of this
method is to replicate only those modules that have to be
replicated, not to find the best possible replication method.

Gonźalez et al [2] offer a method that uses alternative
lists for choosing which method of fault-tolerance should be
used. Each arriving task has a list that contains up to three
methods, TMR, Primary/Backup, and Primary/Exception.
The methods are considered in the order they appear in the
list and the scheduler tries to schedule the tasks with the dif-
ferent methods until a feasible schedule is found or the list
is empty. With this approach the choice of fault-tolerance
is made off-line since the lists must be prepared in advance.
This means that the system load and load distribution have
no influence over the replication decision.

Mosśe, Melhem, and Ghosh [3, 4] present the Pri-
mary/Backup principle of replication for independent, dy-
namically arriving tasks. Backup overloading and resource
deallocation is used to achieve high schedulability and the
primary copy of a task is always scheduled as early as pos-
sible while the backup is scheduled as late as possible but

with as much overloading1 as possible. There are no dy-
namic decisions in this method since all backups are sched-
uled after the primary and on another processor than the
primary.

The Distance Myopic algorithm [5, 6] also uses the Pri-
mary/Backup method. By computing the relative distance
in position between the primary and backup copies in the
dispatch queue, a flexible level of backup overloading gives
a trade-off between number of faults that can be handled,
and system performance. All dynamic tasks arrive centrally
and are distributed to a processor via the dispatch queues
and each processor then executes the tasks in its dispatch
queue. When a task is executed successfully, the processor
invokes a resource reclaiming algorithm which allows un-
used resources to be rescheduled and the backup copy to be
deallocated (unless it has to execute as well).

Fohler [7] presents a method to achieve adaptive fault-
tolerance for distributed systems by first providing a basic
reliability level and then divide the schedule into disjoint
execution intervals and define the spare capacities for each
interval. An on-line scheduler is invoked at the end of each
interval and takes care of aperiodic tasks that arrived dur-
ing the interval by using the spare capacities. After this the
spare capacities are updated and the scheduling decision is
executed in the next interval using EDF. It is assumed that
only one task at a time can be affected by faults and the
number of replicas can be increased during runtime if there
are enough spare capacities.

Ahn, Kim, and Hong [8] use a variety of the Pri-
mary/Backup method where the primary copy of a task
may overlap the backup copy of another task. To prevent
the domino effect, i.e., that the activation of a backup task
causes a primary task to miss its deadline the scheduling
is made by forming checkpoint cycles. There must be at
least two processors in the cycle that can finish the task cur-
rently executing and the newly activated task within their
deadlines if a domino effect ahould be avoided. Each task
is scheduled on the processor that gives the longest possible
checkpoint chain until a cycle is formed, then the processor
that satisfies the condition above and who gives the longest
checkpoint cycle is chosen.

Srinivasan and Shoja [9] present a method in which pe-
riodic tasks with two versions, primary and alternate, are
scheduled dynamically to maximize the number of sched-
uled primaries. The tasks are first scheduled statically and
during the execution of the tasks the dynamic scheduler is
run to enhance the number of primaries that can be exe-
cuted. If a primary executes without failure, the alternate
for this task is redundant and a, so far, unscheduled pri-
mary might be scheduled instead. To find a schedulable
primary as quickly as possible, all nodes needs to contain
information about the unscheduled primaries in the other
nodes. Each node thus has two lists, the schedule to follow

1Overloading means that several backup copies are scheduled in the
same time slot. This can only be done if the primary copies of all the
backups are scheduled on different processors.



and a shortest job list that contains all the unscheduled pri-
maries across the system. When a message from the short-
est job list is executed, a message is sent to all nodes and
each shortest jobs list is updated.

These methods differ from that of ours in the following
ways. Several of the methods use information about tasks
that have not yet entered the system, which is not always
possible. Also, none of the methods decides dynamically
how the replication of the dynamically arriving tasks should
be done, which means that some task might be ruled un-
schedulable even though they might be schedulable if an-
other replication method is used.

3 Fault Models
As in most techniques for fault-tolerant systems, the

work in this paper assumes that thesingle-fault assumption
is valid, that is, only one faulty result may be produced per
replica set.

The faults may appear either in the hardware or in the
software and they can be classified as being permanent, in-
termittent or transient.

Permanent faults in a hardware circuit are caused by, for
example, electromigration2, gate-oxide breakdown, and ra-
diation, and can be detected in self-tests or by repeated ex-
ecution. When a node can be suspected to contain a per-
manent fault it has to be stopped and tested, and, if it is
faulty, exchanged or repaired. A malicious class of perma-
nent faults that can not usually be detected or prevented by
redundancy are design errors.

Transient faults are mostly caused by environmental ef-
fects such as radiation or cross-talk (electromagnetic inter-
ference) and these faults will not cause any remaining dam-
age on the node. The faults can be detected either by hard-
ware mechanisms, such as checksums or parity coding, or
they can be detected by software mechanisms such as voting
or integrity checks on the results from the computation.

Intermittent faults might be caused by electromagnetic
interference that is caused by, for example radiation, a cel-
lular phone, or a radar antenna which are periodically send-
ing electromagnetic signals. Another possible cause for in-
termittent faults are undetected permanent faults that only
become active from time to time. This means that inter-
mittent faults really are special cases of either permanent or
transient faults and can be detected in the same way.

In our methods, permanent faults can only be handled if
the replication method operates in a way such that no repli-
cas of the same task are scheduled on the same processing
node, or that a cold spare takes over for the stopped node
when a permanent fault is detected.

4 Our Dynamic Replication Methods
The replication methods used in our approach are based

on the Primary/Backup method, that is, each dynamic task

2Movement of metal due to momentum exchange with electrons caus-
ing preferred direction of diffusion. [10]
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Figure 1: Replication varieties for two copies.

is replicated and have one primary copy which always exe-
cutes and one or two backup copies that only execute if the
primary copy was unable to finish its execution or if a fault
is detected. In this work it is assumed that only transient
or intermittent faults can occur; however, it is possible to
adjust the method to allow for permanent failures as well.

Our first method for dynamic replication assumes that
there exists a function which detects whether the task is suc-
cessful or not when the execution is completed. Thus only
one copy of each task is needed, the original and a backup.
Our second method assumes that no such function exists,
and we therefore use two copies of each task for voting;
however, it is possible to find some faults before the exe-
cution is completed if the faults are detected by hardware
mechanisms.

The way in which the scheduling is done means that
sometimes the replication can be both temporal and spatial
at the same time. That is, if the replication is temporal, but a
backup copy cannot be scheduled on the same processor as
the primary copy, then the replication will be both temporal
and spatial. It is important to note that a backup copy al-
ways must execute after the primary copy if the replication
is temporal, and that it may be partially or completely over-
lapped with the primary copy if the replication is spatial.

Also, by using a distributed scheduling algorithm [11]
for scheduling, the replication strategy will depend on the
load in the system. Unless we have to handle permanent
failures, it is preferred that the primary and the backup copy
should be scheduled on the same processor; however, if this
is not possible due to high system load, we can allow the
copies to be scheduled on different processors.

4.1 Method 1: Two copies of each task
The dynamic replication strategy using two copies is

very simple. When a dynamic task arrives in the system,
the deadline and execution time of the task is examined. If
the difference between the deadline (Di) and the execution
time (Ci) multiplied with a certain replication breakpoint,s,
is larger than the task execution time of a potential backup
task, then the task is replicated in time; otherwise it is repli-
cated in space. Depending on the load in the system, the
replication can also be a combination of both (see Figure 1).
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The reason for having the replication breakpoint parameter
is that there might be extra cost involved in the execution,
for example, a communication cost may be involved if the
primary and backup copies are situated on different proces-
sors.

Di � Ci � s � Ci ! replicate in time

When the task has been replicated, the two copies of the
task are scheduled using a distributed scheduling technique
such as the Random scheduling algorithm or the Flexible
algorithm [11]. First, the primary copy is scheduled on the
processor it arrived to, or if it is not possible to schedule
it on this processor, it is sent to one of the other proces-
sors. Which other processor is chosen to send the copy to
depends on which scheduling technique is used; a processor
can either be chosen randomly or on the basis of the load in
the system.

If the replication is temporal, the method attempts to
schedule a backup copy on the same processor as the pri-
mary copy. If this is not possible, a processor is chosen
accordingly to the scheduling technique and the method at-
tempts to schedule the copy on this processor. For spatial
replication, on the other hand, the backup copy may not
be scheduled on the same processor as the primary, that is,
another processor must be chosen before the scheduling at-
tempt. Both the primary and the backup copies must be
scheduled for the task to be accepted; if either copy cannot
be scheduled the task is rejected.

The method can be altered to handle permanent failures
by scheduling all copies on different processors whenever
possible.
4.2 Method 2: Three copies of each task

In this method we need at least two, but sometimes three,
copies of each task since we assume that there is no function
for detecting faults, that is, there is no integrity check for the
result of the computation. We assume that at most one copy
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Figure 3: The influence of deadline ratio, R.

of each task can be faulty, and thus three copies of each task
is enough for fault detection. At first, two copies are exe-
cuted and their results are compared; if the results match,
the task is successful and the third copy is unnecessary. If
the results do not match, the third copy must be executed
and compared with the first results so that the correct result
can be identified.

Since the third copy of each task only is needed when
a fault has been detected, it is desirable that this copy is
scheduled after the other copies so that it can be deallocated
in case it will not be needed. There are three possible com-
binations for replicating the task: (i) all copies are temporal
replicas, (ii) two copies are spatial replicas and one is tem-
poral, or (iii) all copies are spatial replicas (see Figure 2).
Which combination is used depends on the deadline of the
task in the following way. If the deadline is long enough to
allow all copies to execute after each other within the dead-
line, only temporal replication is used. If the deadline is too
short for two copies to execute after each other, only spatial
replication is used; otherwise, one spatial and one temporal
replication is used.

To avoid that certain types of faults affect more than one
copy in the same way, it is possible to place all copies on
different processors and make sure that they do not start at
exactly the same time. This means that we will mix the
temporal and spatial properties of the replicated copies so
that all copies will differ in both time and space.

5 Implementation and Simulation
We have implemented our methods in GAST [12]

(Generic Allocation and Scheduling Tool), a software pack-
age developed at Chalmers University of Technology. The
implementation of the proposed methods has been per-
formed in steps. Initially, a simple version of the first
method without resource deallocation was implemented and
later resource deallocation was added. The next step was to
implement a simple version of the second method; this im-
plementation has just been finished.

When the simple method of the first version was imple-
mented, we ran a small simulation study to verify that it be-
haved as expected. Later, we will add the results of newer
simulation studies on the full implementation.
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For the small simulation study, we used a system with
four nodes, a baseload of periodic tasks with periods of 100
time units and dynamically arriving tasks with a minimal
inter-arrival time of 75 time units. Each task had an exe-
cution time that was randomly chosen from a normal dis-
tribution with a mean execution time of 15 time units and
a variance of 1. The influence of three different parame-
ters was examined by running 128 simulations for each set-
ting. The parameters were; the deadline/period ratio (R),
the fault intensity (k), and the replication breakpoint (s).
The mean execution time was increased in steps of 5 from
a start value of 5 to a final value of 45 for each combination
of the parameters. We use a non-preemptive, time-driven
execution model and we use success ratio as a measure of
performance in our simulations. We define the success ra-
tio as the fraction of tasks that can be scheduled with our
method out of all dynamically arriving tasks.

The effect of the deadline/period ratio is shown in Fig-
ure 3. It is clear from the plots that if the deadline is short-
ened (that is, the ratioR is decreased) the success ratio is
also decreased.

In Figure 4, the effect of the fault intensity is shown.
As can be seen there is no effect on the success ratio when
the fault intensity is increased. This is due the fact that we
do not use resource deallocation in this simulation study.
Because of this, backup copies that are not needed cannot

be removed from the schedule and, thus, it does not matter
to the success ratio how large the fault intensity is. If we use
resource deallocation, however, there should be a difference
in success ratio if the the fault intensityk is varied.

The effect of the replication breakpoints is shown in Fig-
ure 5. Recall that, when the replication breakpoint is low,
only spatial replication is used and when it is high only tem-
poral replication is used. The figure shows that the success
ratio decreases when the replication breakpoint is increased.
The reason for this is that, for shorter deadlines, it is harder
to find room for temporal copies than for spatial copies be-
cause the amount of free time between the baseload tasks is
too small.

6 Summary and Future Work
We have presented two methods for dynamic replication

of dynamically arriving tasks in a real-time multiprocessor
system. The methods are varieties of the Primary/Backup
method but have been extended to use the most suitable
replication mode for each arriving task based on task char-
acteristics and system load. The two methods are very sim-
ilar except for how the fault detection is made.

The implementation of the first method is finished and
verified by a small simulation study, and a simple imple-
mentation of the second method have just been finished.
We will perform a more extensive simulation study to find
which parameters are most influential on the success ratio
for the methods. We will also investigate how much it helps
to use resource deallocation. Finally, we will make a full
implementation of the second method and perform further
simulation studies to see if there are any differences be-
tween the full implementation and our simpler version.
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